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ACH;j.1is an experimental program intended to aid intetlice analysis. It provides a table-
oriented workspace for performing the Analysis ohtpeting Hypotheses (ACH) method
(Heuer, 1999). This note provides a technical dpson of the program, focusing on the scoring
algorithms implemented in the tool for relatingaamce to hypotheses, known limitations of
these algorithms, and brief guidance in their use.

Background: Problems with Intuitive Analysis

Heuer (1999) reviews psychological literature ralevto the performance of intelligence
analysis and identifies various cognitive and pereal limits that impede attainment of best
practice. Human working memory has inherent capdianits and transient storage properties
that limit the amount of information that can bengitaneously heeded. Human perception is
biased towards interpretation of information inkiseng schemas and existing expectations.
Reasoning is subject to a variety of well-documeteuristics and biases (Tversky &
Kahneman, 1974) that deviate from normative ratipndn problem structuring and decision
analysis, people typically fail to generate hypst® fail to consider the diagnosticity of
evidence, and fail to focus on disconfirmation gpbtheses. ACH is designed to ameliorate
these problems with intuitive intelligence analythiat arise from human psychology.

The Method of Analysis of Competing Hypotheses

ACH consists of the following steps.

Identify possible hypotheses.

Make a list of significant evidence for/against.

Prepare a Hypothesis versus Evidence matrix.

Refine matrix. Delete evidence and argumentsithe¢ no diagnosticity.

Draw tentative conclusions about relative likelideo Try to disprove hypotheses.
Analyze sensitivity to critical evidential items.

Report conclusions.

Identify milestones for future observations.

N~ WNE

Figure 1 gives a screen shot of ACHillustrating its table format. The hypothesesemd
consideration in the example are the columns labdls H2, and H3. Six items of evidence are
present in the example in the rows labeled E1 gindt6. In the ACH Method, each piece of
evidence is assumed to be independent and thelegest are exhaustive and mutually
exclusive.
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As discussed in the tutorial included in the t@ol,entry of “I” signals that this evidence is
inconsistent with the corresponding hypothesis,emtdy of “lI” signals that it is very
inconsistent with the evidence. The “C” and “CCtraes indicate two levels of consistency.

ACHj i distinguishes between “I” and “II” in lieu of a @éed representation of how evidence
conflicts with a hypothesis. In other words, it retslevidence as being contradictory without
sayinghow it is contradictory. (A more detailed represemtatinat focuses on causes of
contradiction could be useful in generating trefealt@rnative hypotheses). Rather than
employing a symbolic representation of contradictio a probabilistic one, the ACH method
simply provides two levels of inconsistency.

Similarly, ACH; ; provides three levels of weights assigned to eidehe weight is divided
into two general categories of “Credibility” andéRvance.” Roughly, these weights are a

stand-in for richer representations of the qualitgvidence. Is it reliable? Is it critical to the

problem? Is the source authoritative? Or is thigdence” really just an assumption?

il ACH 1.1.4 [C:\Documents and Settings\good\Desktop\Docs\Irag1.0.achz]
Fil= Edit Matrix Options Learning Aids Help

Enter Enter Sort | PR | Type o e Shi Ty | Duplicate  Hide/Show Show
. ] [Order Added v | . |Weighted Inconsistency Score % .
Hypothesis Evidence Evidence By: ' — of Caleulation: ' d Lo | Matrix Columns  Tutorial
Classification: - 1] Type Credibility Relevance Hiil H: 2 H: 3 ]
Irag will It will Iran is planning a
_ not retaliate | sponsor major terrorist

Pl'o_Ject Title: o some minor |attack, perhaps
terrorist against ane or
actions mare ClA

installations.
Available Matrices: Weighted Inconsistency -0 -0.0 -2.0

Score o>

Enter Evidence

Assumption that failure to Analyst
EB retaliate would he Assumption MEDIUM MEDIUM I ¢ ¢
unnacceptable loss of face

EG Evidence MNotes: . for Saddam.

Iragi embassies instructed | COMINT
ES to take increased security MEDIUM MEDIUM c c
precautions

Increase in frequencyflength | COMINT
E4 of monitored Iragi agent MEDIUM [MEDIUM o] G
radio broadcasts.

Assumption that Iraq would | Analyst
E3 not want to provoke anather | Assumption  MEDIUM [MEDIUM c c
US attack.

Absence of terrorist Absence of

E2 offensive during the 1991 Evidence MEDIUM [MEDIUM c c
Gulf War.

9 Saddam public statement of |Leadership MEDIUM MEDIUM c c ¢
intent not to retaliate. Statement

Figure 1. Screen shot of ACHy ;.
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Broad Caveats for the Method
ACHj 1 is intended as a simple tool for organizing thivgkabout analysis. Its simplicity creates
both strengths and weaknesses. Here are somethseng
* Encourages systematic analysis of multiple compétypotheses.
» Creates an explicit record of the use of hypothasesevidence that can be shared,
critiqued, and experimented with by others.
* Easyto learn.
» Uses information that analysts can practically usi@d&d and enter into the tool.
* Focuses attention on disconfirming evidence — @rating the common bias of
focusing on confirming evidence.
* Does not require precise estimates of probabilities
* Does not require complex explicit representatidnsoonpound hypotheses, time, space,
assumptions, or processes.
» Works without a complex computer infrastructure anavailable without fee.

Here are some weaknesses.
» Doesnot and cannot provide detailed and accur ate probabilities.
» Does not provide a basis for marshalling evidencerbe, location, or cause.
» Does not provide a basis for accountingdssumptions.
* Many of the cognitive steps in analysis are noteced at all. (See Appendix A).

With these caveats AGH can have value when used with a clear understgradiits
limitations.

Trade-offs in Accuracy, Practicality, and Understan  dability

There is a pressing need for accurate and timédligence in a world of overwhelming and
incomplete data of variable quality. A primary cenctof analysis is the principled relating of
evidence to hypotheses.

It is desirable that intelligence analysis be aatjrpractical, and understandable. It may not be
obvious that these criteria can pull in differeimedtions and that it is not always possible to
achieve the highest marks in all three at the dame

Accuracy

Strategic surprise is perhaps the most costlyriitd intelligence analysis. Post mortem
discussions of such failures are the “bad repodsiaf the intelligence community. Several
factors contribute to such failures. Among the ngesteral are errors of mindset — where
analysis has focused on routine interpretationsoaedooked unlikely but high risk ones. Other
causes are not generating hypotheses systematecdtyling to cross-check analysis with
careful and informed review. By accommodating npldtiexplicit hypotheses and systematic
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consideration of available evidence, the ACH metbmahteracts confirmation bias and some
other causes of inaccuracy.

At a more detailed level, accuracy can also meawighng a detailed and accurate analysis of
the probabilities of different outcomes.

Practicality

Practicality is important for analytic methods besa methods that are impractical are not
consistently used. In complex situations, matheraliyi sound approaches for estimating and
combining probabilities require copious amountgédrmation in the form of conditional
probabilities that are seldom available. In thiateat, the ACH method takes a position that
emphasizes the practicality of working with easilyailable kinds of information rather than
reaching for the kind of accuracy that might bei@gdble if much richer models (probabilistic
or symbolic) and more information were employed.

Another aspect of practicality is scalability. Dabee method continue to work as the size of the
problem increases? Other dimensions of practicalilude easy-of-use, and requirements on
the computational infrastructure.

Understandability

There is a substantial risk in assigning trust tblack box” whose inner workings are not
thoroughly understood. One way of defining underd&dility is whether a user can give an
explanation of what a method does that reasonakljigis both the desiderata used in scoring
and the outcome produced. Since users can haesatiffbackgrounds (such as math or non-
math), what is understandable to one user mayaashunderstandable to another. Another
dimension of understandability is whether the rssptoduced by a method correspond to a
user’s expectations, based on other kinds of reagon

Three Algorithms

These criteria pull in different directions andrenare trade-offs in trying to honor them. In the
extreme, accuracy can require more data than actiqgally available, combined by algorithms
that are not possible for a person to manually kh&tanother extreme, algorithms in which it
is easy to explain the influence of each new p@avidence on small problems can be
inaccurate and break down on large problems —eaarttount of evidence or the number of
hypotheses increases.

Given these trade-offs, AGH provides three simple algorithms for scoring emitke an
Inconsistency Counting algorithm, a Weighted Indstesicy Counting algorithm, and a
Normalized algorithm. All of these algorithms are intendedyaas a rough guide for scoring
hypotheses. The algorithms operate on the samelidatemake different trade-offs.

! The Normalized calculation is disabled by default.
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An Inconsistency Counting Algorithm
The Inconsistency Counting algorithm is the eassixplain.

For each item of evidence, a consistency entry’afdunts -1 against the corresponding
hypothesis and an entry of “lI” counts -2 agaiig hypothesis. (All other entries are ignored.)
The score for each hypothesis is simply the suth@tounts against it. Restated, the algorithm
counts the number of entries that are inconsistéhteach hypothesis. The more inconsistent
evidence that is entered, the higher the inconsigtecore and the less favored the hypothesis.

A Weighted Inconsistency Counting Algorithm

The Weighted Inconsistency Counting algorithm kauidah the Inconsistency algorithm but also
factors in weights. Suppose that all the eninigbe credibility and relevance columns are M
(Medium). In this case, the calculation is performed exaa$lyn the previous non-weighted
inconsistency counting algorithm.

When some of the credibility or relevance weighiesla(Low) or H (High), the score for each
piece of evidence is multiplied by a prescribedueahat decreases or increases the influence as
intended. In particular, L (Low) is assigned théuesD.707, M (Medium) is assigned the value 1,
and H (High) is assigned the value 1.414. Thisealnigh-weighted evidence to have more
influence than low-weighted evidence. The Crdiypand Relevance weight values are then
multiplied together to determine the aggregate ftiigr a given piece of evidence. The default
values used in ACH, are as follows:

Credibility Relevance I Il
H (High) H (High) 2 4
M (Medium) | H (High) 1.414 2.828
L (Low) H (High) 1 2
H (High) M (Medium) | 1.414 2.828
M (Medium) | M (Medium) |1 2
L (Low) M (Medium) | 0.707 1.414
H (High) L (Low) 1 2
M (Medium) | L (Low) 0.707 1.414
L (Low) L (Low) 0.5 1

One property of this distribution of weights isttiacertain test cases where the weights are
systematically changed, the ranked order of hysafieemains stable. The stability condition is
that the ratio (High weight)/(Medium weight) is tkeme as the ratio (Medium weight)/(Low
weight). This condition assures that if all thedibdity or relevance weights in an exercise were
L or M, and these were systematically changed tor M in the obvious way, the relative
ranking of hypotheses would not change.
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From a methodological point of view, the Incongiste Counting algorithm and the Weighted
Inconsistency Counting algorithms implement themagic of the Analysis of Competing
Hypotheses Method in that they focuses attentiodisconfirming evidence. Thedp not
provide a probabilistic basis for comparing hypstse

A Normalized Algorithm

A main virtue of the Normalized algorithm is thede standard probabilistic models, the
influence of evidence is determined by a multighea (or product) approach.

Suppose that all of the evidence items are M (M®dlidror each item of evidence, an entry of
“I” is assigned a fraction (say .85 correspondimghiat probability). These values are analogous
to conditional probabilities. (All other entrieseagnored.) The raw score for each hypothesis is
simply the product of the cell values. The moreoimgistent evidence that there is, the lower the
score and the less favored the hypothesis. Thescaves for the set of hypotheses are then
normalized so that they sum tG 1.

As in the Inconsistency Counting algorithm, aneofr“ll” is intended to have greater negative
influence than an “I” entry. In that algorithm, daing the influence of a piece of evidence is
accomplished by adding together two negative “fuea. In amultiplication-based algorithm, to
double the influence of a piece of evidence is tdtiply the values twice. For an entry of “ll” to
have twice the influence of “I", the appropriateigre should be .723 (.723 =35

In similar fashion, high-weighted evidence shoudamore influence than low-weighted
evidence. Following the logic of multiplication,kf (High) evidence is intended to have twice
the influence of M (Medium) evidence, then the eahissigned to H should be the square
(second power) of the value assigned to M. Sifyilam order to compute the aggregate weight
from the Credibility and Relevance weights the ey values for both weights are multiplied
together. The exponent weights in the normalizddutation currently mirror the weights in the
Weighted Inconsistency Score calculation with Lvfle= 0.707, M (Medium) = 1.0, and H
(High) = 1.414. This leads to the following tablievalues in the current version of Ak

Credibility Relevance I Il

H (High) H (High) 723 = .85° 522 = (.85°)°

M (Medium) H (High) 795 = .85 | 632 = (.85"*1%)?
L (Low) H (High) .85 723 = (.85)°

H (High) M (Medium) |.795=.85"*"* | 632 =(.85""%?
M (Medium) M (Medium) | .85 723 = (.85)°

L (Low) M (Medium) |.891 = .85""’ 795 = (.857%")?

2 This normalization step reflects the assumptian the hypotheses entered cover all of the poskifetheses.
This assumption is not valid if hypotheses are imigs
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H (High) L (Low) .85 723 = (.85)°
M (Medium) L (Low) .891 = .85 795 = (.857%")?
L (Low) L (Low) 922 = .85” .85 = (.85°)°

A decisive piece of negative evidence, even omgelaroblem, can have a substantial effect in
reducing the score for a hypothesis. For exampdngle piece of evidence with a H (High)
credibility weight, a H (High) relevance weight,daa “II” entry will reduce the score for the
corresponding hypothesis by almost a half (.52@jtHermore, the influence of a piece of
evidence does not depend on the order of entryetldefess, the Normalized algorithm is not a
true Bayesian model in that it is based on a lichget of subjective probabilities and is limited
by its consideration of only disconfirming evidence

Switching the ACH user interface to use this Noiegal algorithm introduces a red box into the
top left corner of the table’s workspace that ixelad “Potential for Surprise.” This is a
percentage score that is equal to 100% minus tleepiege score of the most likely hypothesis.
For example, if the current ACH matrix has 3 hygsis with scores of 65%, 25%, and 10%,
then the “Potential for Surprise” will be 100%-6536%0. This is designed to give you a rough
estimate for the overall uncertainty of the mdstlly hypothesis.

Summary

ACHp, ; is intended as a simple tool that can supporatieysis of Competing Hypotheses
method. The ACH method offers benefits for systérally considering multiple hypotheses and
avoiding confirmation bias. It is easy to use amuves a basis for documenting the evidence
used and the hypotheses considered. It supportecags for generating and comparing
hypotheses under circumstances when accurate plisbalscoring is not feasible.

Nonetheless, the simplicity of the ACH method i$ without consequences. Mainly, it neither
collects nor incorporates the kinds of informatibat could be used to create an accurate
probabilistic scoring of hypotheses. In creatingpeputational underpinning for the method, we
have developed three algorithms that attempt teigeathe usual advantages of a computational
substrate without imparting a false sense of pi@tis he three algorithms make different trade-
offs in how they compensate for the lack of a catgprobabilistic model.
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Inconsistency Counting
and Weighted
Inconsistency Counting

Normalized

Calculation

Counts inconsistencies with
and without weightings.

Multiplies values
corresponding to conditional
probabilities for “I"’s.

Provides Normalized
Percentage Score

No

Yes

Understandability to
non-math users

Yes & No (Algorithms simple,
but lack percentage-based
score for comparisons.)

No & Yes (Algorithm appeals
better to math types. Provides
percentage score.)

Effect of evidence is No — order does not matter. No
order-dependent
Based on standard NA Yes

probability model

The Inconsistency Counting algorithm and Weightezbhsistency Counting algorithm
sidestep having a probabilistic model at all, angpsy provides the user with a count
reflecting the amount of inconsistent evidencesTdpproach is the easiest to understand
and “tells no lies” but it gives the user perhaes least intuitive scoring of the
hypotheses — assuming that a probabilistic scasitige most intuitive.

The Normalized algorithm is the most like a Bayespproach in that the underlying
scoring is based on a multiplicative model. Howelike the other algorithms, it is
limited in that the ACH method itself does not requhe user to enter accurate
probabilities. Thus, although the computation seenitseehave well at scale, the scores
that it computes should not be confused with a rdetailed, probabilistic modeling of
the evidence.

All algorithms assume that the pieces of evidemearalependent so that their influence
on the scoring of hypotheses can be handled indigpély. Both algorithms approximate
reality by classifying evidence with two categoregsveights (credibility and relevance)
with values of LOW, MEDIUM, and HIGH. This is apgmaate for a first cut, but may be
insufficiently nuanced for some cases.

The Normalized algorithm assumes (in its normalrastep) that hypotheses are
mutually exclusive and exhaustive.

Users are advised that ACH is at best a guidein&itig. Entering dependent pieces of
evidence, leaving out important hypotheses, orrgrgdiypotheses that are not mutually
exclusive takes a case outside the simplifyingrag$ions of the algorithms and could
result in “guidance” that is misleading.

This work is funded in part by the Advanced Researd Development Activity NIMD
program (MDA904-03-C-0404).

DRAFT - June 27, 2005 8



References

Heuer, R. J. (1999Rsychology of Intelligence Analysis. Washington, D.C.: Center for the Study
of Intelligence.

Tversky, A., & Kahneman, D. (1974). Judgment undesertainty: Heuristics and biases.
Science, 185, 1124-1131.

DRAFT - June 27, 2005 9



Appendix A —ACH in a Broad Analytic Context

Taken in the large, intelligence analysis is a dempctivity involving interlocking processes
for gathering information and interpreting it ussyecialized and often multi-disciplinary
expertise.

ANALYST PROCESS
3.Search for 6.Search for 9.Search for 12.Search
Information Evidence for Support SEL 16.Presen-
Who & what? How are they roleted? What does it have to do How do we know? tation
S @ual
Searchs s (multiple
T @ 10.Schema @ hypotheses,
R , hypothesis gen,
U F OLr aging order bias
oop . source tracking)
c 7.Evidence (holding large
.lrj File structure,
R (volume, overview)  Sensemaking Loop
organization)
E 4.Shoebox
(Skimming,
finding info,
1.External (findling neg volume)
Data ew’dsnge,
Sources polume)
[ >
EFFORT

Figure 2. Loops in a Cognitive Model of Analysis.

Figure 2 gives a broad map of steps in a cognitieelel of analysis. At the left end of the figure
are steps for gathering information and at therothe are steps for managing hypotheses.
Although it is tempting at first to read the progasgquentially from left-to-right—starting from
data collection and ending with hypothesis managemued reporting—the loops in the figure
represent a much more bi-directional and interlogkrocess. For example, starting with
competing hypotheses, an analyst could requesiditection of information that could be used
disconfirm some of them. Overall, the figure sh@anarge “analysis” loop that is subdivided
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into two large loops for information foraging lo¢gteps 1 through 6) and sensemaking (steps 7
through 14). These large sub-loops are furtherisidet! into more detailed steps.

In such a broad view of analysis, the ACH methott lhe ACH ; tool) are not designed to
support the entire intelligence analysis procebe. focus of ACH is mainly between steps 7 and
13 — from evidence to hypotheses—without develogixygjicit reasoning schemas for
intermediate reasoning. Computer tools for suppgrnore detailed reasoning on the
intermediate steps would require richer represemtsiof the subject matter and would involve
much more detailed reasoning processes. Compugtamsy that would integrate with processes
for gathering and classifying intelligence fromamhation sources or preparing presentations
from the analytic work would require substantidgegration into the computational substrate.

In summary, the ACH Method and AGHHtool focus on a restricted subset of the overall

problem. Research on such extensions is beingedaotit on other projects both as part of the
ARDA/NIMD program and at other places.

DRAFT - June 27, 2005 11



